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Theory of Value of Information and Its Application

Akira Kamatsuka

Abstract: Various attempts have been made to quantify the amount of information, mainly in
information theory. On the other hand, various results on quantifying the value of information (VoI)
to decision-making have been developed independently in decision theory. This paper outlines the
author’s previous results on a framework for treating these results in a unified manner. The value of
information theory is also applied to the privacy-utility trade-off (PUT) problem in the information
disclosure problem, considering privacy protection, which has been the subject of much interest in

recent years.

Keywords: Value of Information, Statistical Decision Theory, Privacy-Utility Trade-off

§"' ‘gﬁ%%mﬂﬁ‘%t&)@éié{iﬁuﬁﬁ&i Tz

HRAERO T CHE L CEL, —, Zhnkidm

SEIT, EHRSEEIE IS A B MifEDE kI %Tééiéi&%%#,eumﬁﬂ (ﬁﬁmmﬁﬂ i) D
%ﬁk%wTrIW@MEE%JkLT%%ﬂ1w6.$ﬁﬁi FBHIZE D INS DFERBH IS
7O OMERICET 2 INFEFTOMBICOWTHEIT 2. T/, BROMEEROIGHE LT, £¢,@A

WHED 2 ST 2 75 A N R 2 EIR L 2 IR BMEIC B

FA4 7 (PUT) ME~NEM L 723580z 5.2 5

¥ -

1 LIS

5B (Information Theory) 13, 5% ERMNZ2 R
(B & U CTBERICH ) A% TH D, Shannon
[1] 12 &k 5T 1948 FEICAlIE I de, EATERRIC B VLTI
A5 BRI, I | B = (Entropy) H(X)
LA E (Mutual Information; MI) I(X;Y) 2%

%, WI#EIEY Y 7V X 0L O E R
WL, BHEHZY Y7L Y B3 T X ILonT
%7¥i@ﬂ@&‘lﬁﬁiﬁ€%%T 5. o QRN R
ZAICLC, WG, EERE, 7T,
MexaVT4, %@%%, SEIERTEANDIGH
M INTER, EIOEETIE, BEAE S ALRBE
FEHADIHDEAITbONTED, IEIELER
E (decision making) ICIGH I ND0H 5.

—kic, ABOREBUGEICBY 5 Bl R 2 Bk

IR TRERS: A ARt Gl

F5774Ny «2—=F4VF 4+ bL—

B OMMEIER, WEREHH, 794y - 2—F4 V54« FL—F%7

TEIREN (Decision Theory) &WES, 3 70 2 AR E LG
ELTE, BEFESIICE T Wald 12 & o CTHEZE
N AREHHY R EBEER (Statistical Decision Theory) [2]
&, BEFEIZE T von Neumann & Morgenstern
[3] 12 & > THRFRAT & 7 HIRFRIHBER (Expected
Utility Theory) ¥ & O Savage [4] 12 & % REINWHIFR)
FHEERR (Subjective Expected Utility Theory) 23% 5.

I o BIEREMER OB AITHED T, HlRH
b Olifii (Value of Information; VoI) % EmRA L X
7Y% EIE WKL, 1960 L£RA5 1970 £
DT INTER [5], [6],[7, 8],[9],[10]. Raiffa &
Schlaifer (&, ¥ 7V Y OFOffif%, ZizEEk
Elfbpolc b E LN EED, ol WRER)
A (b LR ER) o LTtEbL7. o
# % Expected Value of Sample Information (EVSI)
L W5 [6, Chapter 4], Stratonovich l3& %4 v 7V
Y BELDH 57V X ICHT e G L &



R TR R A

DAlifiEi%, EVSI & Shannon OAHAEHREZ W CE
AL, ZoffifEDd LR E kY2 DR AMRESE %2R
L7 [7, 8)2.

TEHBER IS BT, Shannon MHAEHRE 1(X;Y)
PREINTLLE, Y 23E&D X (BT 2 EiROE
LELT SEIFRLOPREINTE, NENR
H DI, Sibson MHEEWIE [13), Arimoto M A EHE
[14], Csiszar HAEBE [15] 8 & O Lapidoth-Pfister
MHEERE [16],17) 26 %, —77, HRe* 2V 74
FIIC BT, Shannon MHAMEHRE 1(X;Y) 134
A2 EHIR 2V RIE (information leakage measure)
ELTHO NS, EETIE, 774 SRR
ABRIEOSNRIC BT, S F S F WA WRE
PREINTVS

7 741\/{%ux EWRABMEICEWTE, 774N
EREGLAVCFINLT—F X ORAH (Alice) &
ZD7—5 DIEHOAAE (Bob) BLUE T 74 N 1F
WIS A MEHRER L I LT EUEH (Eve) 2RET
%. Alice I Eve IZXT % 77 4 NUEROIEHERE R
# 1L DD, Bob IZ &> TORMM (Utility) 2H® 5
TdIz, AV FNT =8 X LS 2L 2L
WERY 28LEIETED, ZOLE, Yok
I B G 2 NEMEE 2 5. L) EE
Mcix, 774NV E EAEORICIE P L — P A
7 (Privacy-Utility Trade-off; PUT) »&% 3% £ &2 5
N27d, ZNETNORERZELIED . T, PUT

BRI 21T > 7 L ORI B2 RO B 2 &
DIFERN L & 7 B,

Z @‘%ﬁi\\ﬂﬂﬁﬂiﬂﬂi% 32774 NREORE L

, AR, WBH Eve A VP FALT—8 X b3
Wi X ITHBIT 28R U BT aHEE 21T LARGE
L4, ZOHEERINCHED K 7° 5 A N AREREDH D
PREIN T3, #Z1F Calmon 5 1% average cost

2Stratonovich DAERIZ, HiatHyPeE B & HHREE
EREOO 2 EHEAKERTH 2 & A 205, Sk [7, 8§
VBRYTETEINTVRE LD, K BAISATY
BWE ) TH L, EE, SCHR (8] DYEEIR [11] 2SR
NTw3, ¥, Stratonovich & FRDEEZ K> T
% XHt & LT, Kanaya & Nakagawa IZ & 2W3E03% %
12]
Z DZEH% privacy mechanism & MRS, [EHUE
BIF 238@E# (channel) 47 5,
LD &) K BE % guessing adversary & M5,

H58% Wl

gain ZHE L TV 5 [18], Issa 5ld, maximal leakage
ZHREL [19, 20, 21, 22), ZOEIFHEIC, Liao 51
IRk S
7 (23, 24, 25, 26]. Liao 53 & 51T, a-leakage &
Arimoto MHATEHRE DS & ¥ maximal leakage
& Arimoto-Sibson JH{FEEA & [14] DEfitE%Z R L T
W5, E£7: Alvim 513, FIFHBE g 125D < g-leakage
[27],[28], [29] ZBELTE D, Kurri bixZhzE 77
ARSI 517 5 I L T 3 (30,
NoDT 74 N PRFEREEE, Y B @ﬁﬁwaﬁ
% &, EVSI EREMICFE MRS %\ 3 EVSI 214
RLUARE L THRT 22 £23CE 2,

AFE, THFETIRES T S AP
[EHIN 2 W REZ IS ) 72 O DR O MiiE B
DOREEICEIT 2 EHF O—HOWIE [31, 32, 33, 34] DY
HTH B, AV BRSNS 2 HEH 0)’%7&5\-
HleoTRETIEET, 1) Atk 2) 77— 508
A%ERX (Data Processing Inequality; DPT), 3) Ji3z{k:
WEHL, SNooMEE2REE LTSI LT,
— ML X N7 50 2V RE (generalized information
leakage measures) ZEAT 5, Ei, Y NVY 2H
BPGEIC 5 2 i & 2lfERE & LT, EVSI Ot
ffi & L T average ratio gain A $ 5. 7z, EVSI
X average ratio gain I2E\WT, EREEK (b L
AR ZEMIGERZ LT, MFEOIFXE LM
AERECHEHRRA VRIEZ EVST b L < 1% average
ratio gain IC X > TERHTESL Z L 2RT, 2D LT,
Stratonovich DFEH [7, 8, 11] 2R L, —MLI L
71BN 2 RIS 2 RO ER R 2 fE2E 5 5.
oI, ZORRE T T A N ERAFIREICTA L,
PUT ML L CORREL5 2 5,

& > T a-leakage ¥ maximal a-leakage

2 #fm

XY BEO Azznrn X,y 8LV A hicfliz
EDMEREREL, X —Y — A X ZDIHIC Markov
HHEZ 23T 5. (X,Y) ODRKEDA (joint dis-
tribution) % pxy = pxpy|x &L, px & X IZ
B49 2 FAi0Ai (prior distribution) &MFUY, py x

Zl SR (channel) &SR, I 51, py & YV ICH

5X Y — A% Markov iz 23 &5 x 1Ay,



TEHROMER R L 200 (88%)

345070 (marginal distribution) & 95, F7z,
X ={1,2,....m} £32LE, x LOWEIMHGD
%%%(m—l)%ﬁ%%%%kﬁ#ﬁb,AX::
{p=1,...,om) €10,1]™ | 0 p; =1} EFT. HE
REB A & H mu{ﬁﬂf% (decision maker; DM) D&
(f7#)) (action, decision) EWER. ZDEE, Y 352
SNTcH ETD A BT BHERDE qq)y EFEL, HfE
P E RIS (randomized decision rule) & WES, KF
I, ADY ODBIBO L E, ZDBI#E 6: Y — A LiLL,
REBIEL (deterministic decision rule) &M, 22
T, A ZUE (F78)) 22 (action space, decision space)
EWES DLETEANZdEHE, K1 AT LAET NV E
LTRY., BEREFEDIGEICNT 27 )LT 42
AP ERTBE L & x A — R 2B (loss func-
tion, cost function), MfF2E TR g: X xA R %
ZIABY4L (utility function, gain function) £ 9%, ¢
bbb, X =2 DEEIRE A=a 2 L EDEE
(resp. M) % £(z,a) (resp. g(z,a)) LFET. AfET
1%, O, FHIH D O VIRD, ¥ BLXOX Y 136
REA LTS, X OWIfHEZ Ex[X] =Y, opx (),
Y =y OFHDOH LD X BT 55 & HEZ
Ex [X|Y =yl:=3 apxy(z|y) &idd. &7/, A
FZEL T, log DEIZAANBOIE e =2.718--- &
ERR

KREICiE, £9, BEHURERROEFERIICO W
TibR%, RIZ, Shannon DHAEHREZIZLDHET
2 3 E S A BEBREPERN A R 2 T
9 72 D generalized information leakage measure

ZHANT 3,

X —DPyYixl—=Y —fFH— A

1: VAT LETIV

2.1 REHHIREIESR

AT, BRI
BB,

B 2 HEARHIZOWT

EE 2.1 (X,Y)~pxy &L, 6: Y — A ZREHN
Brds, ZoLE BT IA XY 27 (WIRHE

%) r(6) B LA XU G(6) AT TED 3 :

r(0) = Ex,y [((X,6(Y))], (1)
G(0) = ]EX,Y [9(X,3(Y)]. (2)

ZDORA XY R r(8) ZEAMET 2 (H B 0IER
4%%%WMGQ)%%km?%)%i%ﬁ5%T®
2 MDY, MATRE e (A RRE ) T8
5%$W&ﬁ%?%%.%@ﬁ&i,ﬁﬁ&&i%ﬂ
BT 2 X CHISNFERTH B,

R 2.2 ([35, Result 1], [36, Thm 2.7]). XA XY A
7 DORMEE, T THEZ 6N

gyrw):rwﬁ (3)
:Ey[gﬁEX[aX¢n|Yq (4)
= Z |:m1n Z x|y (| v)i(z, a):| )

y TEX

(5)

22T, MEE S Z BPCERS 6T Y — A BT
TEHEIND :

5*(y) =argminEx [((X,a) | Y =y] (6)
acA

— argmin 3 pxpy (@ | Yile,a), (1)
ac reEX

- - px ()py|x (y|©) _
SET pxy (@ 1Y) = = ey e B Y =Y

BEZ oz b & TD X DEEBMER (posterior dis-
tribution) 2R 9. FHERIC LT, XA XHARIH DR
KIEZAT DL 125

max G/(8) = G(5") (8)
=Ey |maxEx [¢(X,a) | V]|, )

*

6 (y) :=argmaxEx [g(X,a) | Y =y]. (10)
acA

Thbbt, XA XY A7 2R (resp. A AR
ZIRK) 129 3 BB F R IRHA IR AMEBIEC (resp.
HEIEABR AR Th 3.
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Bl 2.3. WERESED X OHEE A = X 2 IERK BERMAM Sy FrE—2%T,
6: V=X ZHCT, 0-1 K loa (2, 8) = Ip—ypy P
LETIT) ET20. ZDLE, XA XY AT DlyME
BRUOZNZ G2 5 WEBBIBUTO L) 12745 ¢

il 2.6 ([24, Lemma 1]). a« >0 &7 2%, #l 25 LFH
FROBED S & T, Liao HIZ K> TREINLRXD
a-loss Lo (x, qx |y _,) [24, Def 318 Db L TOHEERE

m&inr(ﬁ) =1-Ey glea(%(px‘y(ac Y|, (11) BEZD
5" (y) = arzggfxpx‘y(x | ). (MAP #EE) Lo(z,q)
(12) —logq(z), a=1,
EE 2.4 O, WEEM ADEASNEFICLY €Y = o (1 — q(2) ;1) , ac(0,1)U(1,00),
IZEEDWT A ROWMERIM g € Aq ZIRET B 1—q(), o = co.
BEINCEZDL, ZOLEIOREEEE §:Y > Ay (16)
EEL, COUEREICB T 2 HERE (resp. XD
) % l(x,q) (resp. g(x,q)) ERT. FLAMTI, ZDEE, RARYAVDRMEB LU ZNEE52 5
Y =y ZBIHIL 725 & COMENIERE qay—, PRSI T XS ick 3 :
IR 2 FBIEL (vesp. ZNFHBEEL) (35, Def 8] 122
WTH GUEoBEHEZFEL ) f(x,qA‘y:y) (resp. qui‘{:, T(‘I}E’|Y)
9(x,qay=y)) EFLT I EICT B, ZDLEE, §ITHT
BRA XY AT r(5) (resp. G(5)) HEMERI%IC H(X|Y), a=1,
NI BZRA YR r(qajy) (resp. G(qajy)) NELES =9 399 (1 —llpx|lq ) a € (0,1) U (1,00),
ICEES N, WEDORAMUITE (resp. IAMRTE) 13X 1-— Zy py (y) maxy px|y (x| y), a=oo,
SffifEE %%, oL E, frE2.21%, X (4)(10) a7
ICEIF 5 mingea % infgen ,, maxaea & supgen ,
ICHEEMZ D LT, §° qay EHOCRRENBEIC
DT BRI D 370, Ty (@ 1Y)
Bl 2.5. FBIGEHD X OHEE X % HERIKPSERIK N ALt a € (0,00),
ax|y Z T, WK log(z,q) = —logg(z) DH _ 1/|MAX ()|, = € MAX(y),
ETITH 37, ZDLE, XA XY R DRMEE _ @ = oo,
FUR ARG R BHRISEIBIE M FO X 5 10755 ¢ 0 otherwise, -
18
qn}in r(qf(‘y) =H(X|Y), (13)
XY 1
220 pxll = (X, px(@)*) ™,
Gy (@ 1) =pxy(@]), (14) MAX(y) := {w € X | px|y (& | y) = maxe px |y (z | y)}
I, Th5.

Zpy y)pr‘y | v)logpx|y (z | v) Bl 2.7. A=X (X ORHEERTE) 20k AcAx
(feE i DHEENME, X D randomized decision rule

(15) BHIG7HEERIE) (2351 5 2 0o R Z10 7 1150
6 1, z#4 B L BMBIEE X OBl e e B e £ 1 1TRd.
Na=ay = { 0, otherwise. T, MAX :={% € X: px(%) = maxgy px(z)} TH
EHRERR S Y — Ay ZHWT, X OERSy
iz PEd 2 R & &l TH 5. 8a=1 DL EHNEIRRICHY T 5,



THROAMER G & 2 DI H (835)

D, px, BLY PX,y FUTCEREIND a-tilted
distribution [24] Z %7 :

_ px(®)*
S e e
Py (@] y) = X 1Y) (20)

Y. pxy (T y)*

2.2 Generalized Information Leakage
Measure

AEiCEET, TNETIREINAI EIEAHA
HHRPHREACREZ —RILL, ¥y~ 7Ly
GUY VIV X BT 2 EREEZRT generalized
information leakage measure L(X —Y) ZEAT %,
AL TIE, BHFOEHREI7- T 3 >OMWH 1) JEA
P, 2) 77— WHEAZEL (Data Processing Inequality;
DPI) 8 XU 3) (32t = zero leakage) ICEHL,
INSZAME L TRMAT 5.

EFE 2.8 (Generalized information leakage measure,
[32, Def 3]). (X,Y) ~ pxpy|x €95, CDLE,
BUR %372 § PLBIE L(px,py|x) % generalized in-
formation leakage measure EWFON, L(X —Y) &
LY.

1) FEfafk:
LX =Y)>0. (21)

2) DPIL:ALEOMHRER 2 LT, X-Y -2
» Markov #M#1% 2376 1%

LX = 2Z)<L(X =Y). (22)
3) MViME = zero leakage :

XL1Y=L(X—>Y)=0. (23)

ER 2.9, L(X = Y) ITHWLT, 3) OIIKREL %
v, b,

3’) zero leakage = 37 {4

XLY=L(X>Y)=0. (24

FARGE L 78\,

Bl 2.10. F£ 2 ICEREGHIEICE T 2 FHREMHA
BREE L OERBZCREZRT, ZoREW
T, a€ (0,1)U(1,00) IFAMAIRER ST X =8 % F
Uy Ha(X) = -2 log (X, px (2)%) @ BKEK o O

Rényi T¥ F 0 E—, Do (pllg) := =25 log (3, p*(2)q' % (2))

IZRE o D Rényi divergence, U (& X DLED
(randomized 7 b D% &Te) B, U 137 oHtEiE,
Dy(pllg) == Xz a(=)f (553) i3 f-divergence %
ZNENLT, 27T, f:]0,00) = R IF [0,00) LD
MBAET f() =02t =1 KBV THENTH D
L9 3%.

AR 2.11. K2 TEEZINS% L D information leak-
age measure /3, Shannon HIEWREZ Rl E& L
LC&ET, B, R D D

I(X;Y) = lim I2(X;Y) = lim I3(X;Y)
a—1 a—1
. B C . N B LP .
= lim IJ(X;Y) = lim IEP(X;Y)
— H max
- olégnl ‘Ca (X - Y)7 (25)
IX;Y)=14(X;Y) = Li(X = Y), (26)

722l f(t) =tlogt. 72, IS (X;Y) = Liaxn(X —
Y) TH 25 I EMLE [19, Thm 1] THRINTED,
IAX;Y)=La(X = Y) THD T EHLHR [24, Thm
1] TRENTWV 2,

ER 2.12. £ o8A, 1) AN, Da(pllg) *
Dy (pllq) DIFAMEDSHED . aleakage Lo(X — V)
DOYEEZ, 23 L%l Arimoto HEMHHE 12 (X;Y)
DWED S .

3 EHROMEERR

AEiCl, 2.2 fiTEA L % generalized information
leakage measure £(X — Y) filfI0 b & T4 7
Y IZRT 2 EROMifEZ ERT 5. Z20RDICET,
HHFIDO b £ To v OfifiDER{LTH S EVSI &
& OV average ratio gain ZE AT %,
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# 1. X OHEMBEICE T 2 & & 3 & BRI AR

Uz, a), argmin, Ex [((X,a)]
ol,a) = argmax, Ex [g(X, )

min, Ex [((X,a)],
max, Ex [g(X,a)]

argming Ex y [£(X,6(Y))]
= argmax; Ex y [g(X,6(Y))]

mins Ex y [((X,5(Y))],
max; Ex,y [9(X,0(Y))]

1 — max, px (),

Lya—zy (0-1-loss),

argmax,, px (z)

argmax, px|y (¢ | y)

1 - Ey [max, pxjy(z | V)],

1—lp—sy max, px () (MAP estimation) Ey [maxgr x|y (| Y)]
2 — 4)? (squared-loss), V(X), Ey [V(X | Y)],
(e~ (st los . x) I v V(X |Y)
—(z—2) —V(X) ~Ey [V(X|Y)]
—logg(x) (log-loss), H(X), H(X|Y),
Px B PX|y=y _
log q(x) (log-score) H(X) H(X 1Y)
1 o) \ 7!
(- ()" ). & 0 Ipxll) .
am1 . : a1 (L= By [[lpxy ¢ IVLD),
1 q(u;)) Px (Harvda-Tsallis entropy), PxX|y=y L g ' v
= (i 1 xl a1 By [[lpxiy (I
(pseudo-spherical score) a-l «
a a—
f(I*’J(T) 1)+‘|’1H2~ a o
eyt - gl . (= lpx2), — (1= By [l ¢ 1Y)
a-1 : @ 1. o “F=Y 1 .k Y
(power score, Tsallis score) a1 lexlla a-1 &Y [HPX\Y( | )Ha]
_a_ (1 — g(2)F) (a-loss _a (1 — a_(1— v (-
22 (1- @)% (aloss), e 225 (1= lpxll), - 521 (L= By [lpxir (- [V)]],]),

2 a@) = 221 - llexla 227 By [llpx (1Y)

z € MAX(y), 1 - Ey [max, pxjy(z | V)],

q(x) max;, px (z) By [max, px|y (¢ | Y)]

1 — g(z) (oo-loss, soft 0-1 loss), 1/ |MAX], z e MAX,
0, otherwise

1 — max, px (), { 1/ |IMAX(y)|,

0, otherwise

3.1 EVSI & average ratio gain gain?(X;Y) := m(saXEX’Y [9(X,8(Y))] — maxE [g(X, a)]

AT, BBRECH B Y 7L Y 2RO (29)
flifiDERILE LT, EVSI & & U average ratio gain =Ey [max Ex [¢(X,a) | Y]] —maxEx [g(X,a)].
ZERT D, IhsirzhEh, ¥ 7L zefibyic

(30)
RELBEREZT) L E LR L EIL, TV

Y ZHOTRBEABBIERIT) 2 EBRA XY 27
(resp. MIT52IH) DERTED L SWEHTH 52D H
ZZN6 D7 (difference) ¥ & U (ratio) TE R

EE 3.2 (average ratio gain, [33, Def 8]). £(z,a) &
BEREE, g(z,a) ZRBBLETZ. ZDLE, DT
TEHINBE Rgain)(X,Y) % average ratio gain

L72bDTH 5, LIRS
. ming E [£(X, a)]

E 3.1 (EVSI, average gain, [6, Section 4.5.2]). £(x,a) Rgain®(X;Y) := log ming Ex y [6(X,5(Y))] (31)
KB, g(x,a) ZRHBIEKE TS, DL E, D ming Ex [6(X,a)]
ToE#RSINB R gain()(X,Y) %2 Ezpected value of = log Ey [ming Ex [6(X,a) | Y]] 32
sample information (EVSI) & % \>% average gain & Rgaind(X;Y) := log maxs Ex v [9(X,0(Y))] (33)
3N - max, E [g(X, a)]

—log Ey [maxq Ex [g(X,a) | Y]] . (34)

gain®(X;Y) := minE [£(X, )] — minEx y [£(X, 5(Y))] maxq Ex [9(X, a)]

(27) SERE 3.3. T, it ¥ 2 ) 74 2B LT, Alvim
512 & T additive leakage ¥ & U g-leakage [27, 28,
29] DREIN TV S, TS IFZNZE N gaind(X;Y)
B XU Rgaind(X;Y) ICHUT 2R TH 5.

Bl 3.4. X OEMEERE (A=X) 25215, £1
IR L7 (2, a), g(z,a) D], logz,q) := —logg(),

= minEx [((X,a)] - Ey [minEx [¢(X,a) | Y]] ,
(28)
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# 2. RIS B 2 BN E B X O 2 » RE

Name Definition 1) 2) 3')
Shannon MI [37] I(X;Y):=H(X)-H(X|Y) 4 V[38, Thm 2.8.1] V[38, Eq (2.90)]
v [24, Footnote 4],
Arimoto MI of order o [39] IAX:Y) = Ho(X) - HA(X | Y) /[39, Thm 2] [ " Og "Ul]e l V[39, Thm 2]
40, Cor
Arimoto MI of order oo [24] IA(X:Y) = log Zulerxy(ou) v /1[40, Cor 1] X[41, Sec 6.6]
Sibson MI of order a [13] IS(X;Y) :=ming, Du(px,y|lpxay) v V42, Eq (55)] v
Sibson MI of order oo [24] I5,(X;Y) ==log >, max, py|x (y | z) v v v
v
Augustin-Csiszar MI of order « [43], [15] IS(X;Y) == ming, Ex [Da(pyx (- | X)llay)] v (15, Eq (22)] v
Lapidoth—Pfister MI of order o [16], [17] IXP(X;Y) := ming, ming, Dq( Il ) 4 v v .
! ! @ ! o ax ay CalPXPyIx|laxdy [16, Lemma 2] [16, Lemma 4]
v v
f-information [44] I;(X:;Y) == Ds(px.v|lpxpy) 4 (46, Lem 4],
[45, Thm 7.9] .
[45, Thm 7.3]
[-leakage [24] Ly(X —Y):=ming, Df(pxy|lpxqy) v v v
o . maxy,, | Euy a0,y (UIY)] 4 4 v
maximal leakage [19] Linaxr,(X = Y) :=supy_y_y log T maxeq(w) (19, Lem 1] (19, Lem 1] [19, Cor 2]
az1
max, . Exy |agy (XIY) 55
a-leakage [24] Lo(X =Y):= 25log M v v v
max, Ex |:q(X)T:|
maximal a-leakage [24] LY¥(X = Y) = su L,(U—Y) 4 / v
aximal a-leakage [2¢ = supy o
i @ PU—x-¥ o [24, Thm 3]
a—1 [
— 1 q(x) o _« Proof. 1) IFAMEIZOWTUIESERD S HIHICH D 2 H
gps(z,q) == =7 - (”q”(’) s Jal(z,q) = 29 - f. 1) AR E HBHIZER D ,

2) DPI I Tld, Américo 512X % core-concavity
IZBES B 5 [48, Thm 2, Sec V.F] 2254£9 . 3) (fl
SLME = zero leakage) ICDWTIE, L(X = Y) Ok

q(x)% IZDOWTUE, 2D EVSI & %\ & average
ratio gain 1%, 2 2 |Z/8 L 7z information leakage & X
DX BNIEDD B

H 3) »5iE). O
gainflez (X;Y) = I(X;Y), (35)
a—1 . —J, 3') (zero leakage = Mi7{k) 23K D 2D
Rgain?Ps (X;Y) = Rgain®> (X; V) = —— I3 (X;Y). £, RET MR pxy B LK L(z,a) ®
(36) u(z,a) ICRET 5. EEE, R 20,

E5IT, gpower(,q) == 225 “q(@)* = [lgllg > 1 W& 3.6 ([33, Prop 2)). A =X, luq(z,2) := (z — )2

IZDOWTE, L3, ZDEE, gainfa(X;Y) = V(X)-Ey [V(X | V)]
Y V(X) -
RgaindPover (X;Y) = (a — 1) (Ha(X) . Hc}xI(X | Y)) B L ' Rgain® 1(X;Y) = log By XV I3—Mic i

(37) 3') (zero leakage = MSZ1E) %7z 72w,

ERTIENTESL, 2T, Proof. gain®a(X;Y) IZDWTHOHRRT,

1 BTRDRIE LD,

HE(X|Y) = ———1ogEy [[|pxiy (- I V)[3] 38)

infsa(X;Y) =0 39
1%, KM o D Hayashi KEEMETY baoE— [47, gain = (X3 V) (

)
Section I1.A] #%K 7. = VEy[X|Y])=0 (40)
)
)

27 _
R 3.5. (T30 ((x, a), u(z, a) AL T, gain() (X;Y) = By [Ex (X |Y]-Ex[X])°] =0 (4

B XU Rgain)(X;Y) 1, & 2.8 THALX gen- — Ex [X|Y]=Ex[X] as. (42
eralized information leakage measure DZfF 1),2), 3)
Zi 7z W(X)=Ey VX |Y)]+V(Ex[X]|Y)].
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RBEDORIL, mean independence &WHTI, —fRIZIE,
MAZHEL D BFFOREAETH S, O

3.2 A Generalization of the Value of
Information

ARETIE, 2.2 i THAL % generalized information
leakage measure & 3.1 fiiCE AL 7 EVSI 8 X
average ratio gain IZJEDE, YU 7 LY Db X I
B 2 [ OAfifi 2 2 9 & LT, Staratonovich D
Vol %t L7 2% E&T 5.

E&E 3.7 (generalized Vol, (32, Def 6]). £(z,a) %
KBIE, g(x,a) ZRIHBAELE L, L(X —Y) % gen-
eralized information leakage measure £ 3%, ZDL
%, UM CTERINDEZ generalized value of infor-
mation (generalized VoI) & IS :

V4R Y) = sup gaint(X;Y) (43)
Py |x*
L(X—Y)<R

=minEy [¢((X, a)]

a
—  if  Ey [min Ex [((X,a) | Y]],  (44)

Py|x* a

L(X—Y)<R
VER(R; V)= sup  Rgain(X;Y) (45)
Py|x:
L(X—Y)<R

=logminEx [¢(X,a)]

~log _inf Ey [minEx [Z(X,a)|Y]], (46)

Py |x
L(X—=Y)<R
V9(R;Y) B L VER(R; V) 1220 T, FBRICES
73,

JEE 3.8. Stratonovich I3 [7, 8] ICEWT, L(X —
Y)=1(X;Y) DEAHED Vol ZEHZRL T3,
4 EHRE PUT MEAODGH

AHiTIE, 3.2 HiTER L 72 generalized Vol VS) (R; )
5L VORRY) OBRATRER EFUCBT 2555 %
HHL, 20 PUT B L L TOMBHICOWTIERD,

# 58 %

1

4.1 Generalized Vol DERAIHERR 57

EE 4.1. L(z,a) ZERBEBE L, ERBIK VL(R)
ZUTCEDD :

V% (R) = minEx [(X,a)] - pjln)g: Ex a [6(X,A)],.
L(X—A)<R

(47)
VER(R), VL. (R), VER(R) IcDo 0T h, ARRICERT 2.

EE 4.2 ([32, Thm 1)). fFEOTL7 7y b Y &
R>01ZWLT,

VE(R;Y) < VE(R). (48)

g%ﬂi,pzlx = arginprlx: L(XaA)gREX,A (X, A))
LT A€ A% py 2O H SN BRI p; 10
ICHE) TERERET S, £, t(A) & X KT 51
ffiaEE L, ZOMlEE t(A) L35, Y=tA) D
£ &, X (48) D&, UTTE#HRINS Py ix T
RN

Py x| z) = Zpiux(a [2)1y—t(a)y-  (49)

Proof. See Appendix A. O

R 4.3, EHL421F, DT LI ICRET A LD
TE5:

sy%@w=%®. (50)

7, VERR; D), VL (R; V), VER(R; V) 12200 T,
[AERDFEHEAIE D 37D,

EE44. L(X = Y) =I(X;Y) DL E, Stratonovich
& 2 DR TAEZ B VE(R) % Value of Shannon’s
Information &% fF1F 72 [11, Section 9.3].

22T, K (48) DEF AL L T, AT
155 NIHERDIER DS OIRRIC AR >Tws 2 L%
AR, WE X = {1,2,...,m} £F . Stratonovich
DAV T VDORRTIE, Y = Ay LT Y =

0% (a) = 32, px (2)p)y x (a | ).
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Wlepa (| A a2 | Ao pig 4 | D) € A
BEEFHOIEME LTURLTWS, ¥£72, Raginsky 13,
V=AY = A DBEREFRILEMAE LTORLTY
%, IoofERE, GESRRED S &T) EHl 4.2
2B 2 EFHALEME ORI G L LTRETE 2,
THhbb, XD H LD,

TR 4.5 ([32, Prop 4]). t(A):= A& X BT 5+
IHEIHETH S, 51T, {pajx (| 0)} eex PHHHED
H (support) ZFfo LT3 L, t(A):=
(px14(UA), px a@IA), ., px alm | A)) i X 1B
T 5 MR TS %,

Proof. See [33, Appendix C]. O

4.2 ERTEERLEROME

DUFClE, R 4.2 151 B ER A RO
T, BRI, VA(R) Ko TRT S, RO
D LERIEHOLTHRILT 3,

R 4.6 ([32, Prop 5)).

1. VL(0) > 0. RIS, £L(X —Y) DMEE 37) (zero
leakage = MV ME) Zb27% 618, VL(0)=0.
2. VL(R) 13 R 1D CHGERIN.

3. px ZBEELZ L EIC L(X = Y) = L(px, py|x)
DIMBEBC (resp. HEMBIKD) %51, VL(R) I
MIBI%L (resp. HEMIBH%Y) .

4. L1(X = Y),L2(X = Y) % generalized infor-
mation leakage measure £ 95, H5 c> 0720
FIELT L1(X = Y) <cla(X = Y) 25613,

VZE(2) (R) < VZE(1) (cR), (51)
Vé(z) (R/c) < Vlﬁu) (R). (52)

RS, c=1DLE, Thbb, L1(X—=Y)<
LoX = Y) 6I1E

V4 o) (R) < V40 (R). (53)

Proof. 1. DAHRT. £, M 42 OHPELD, K
D R>01IZDWVTOLVE(RY) <VL(R) THBZ

EDbh b, KT, LX = Y) DL OMWH 3) (7
1 = zero leakage) £ D,

vﬁ(O):ngnEX[e(x,a)]— oot Ex A [0(X, A)]
L(X—A)<0
(54)

= minEx [0(X, a)] = ERF A4 [6(X, A)] (55)
(a)
<o, (56)

Z 2T (a) IF (min) < (average) DAZEX»SHEH .
WZIZ, VL(0) = 0. fboMEICOWTiE, L—FE
AHERICE T B L — FBARBONHE & FAkITRE 2
(see, e.g.[49, Chapter 9], [33, Appendix D]) O

AR 4.7, fE 4.6 OMHE 1 1%, HE 3) (zero leakage
— k) 2RO L(X = V) 20w TE, L(X —
Y)=0ThH2 Y ZREAREICHNS I LD gain 1
0B ERBERL, £/, ZOWHE ) 2Rtk
W L(X = Y) ZHWT leakage ZM 2545, L(X —
Y)=0ThHoTh, ZOY #FHL CEEIEHIC
&£ o TD gain MO NLHRENDH 5 2 L 2 KT 5.
find 4.6 DME 4 1, X DIV information leakage
flf 2L, BEREICKT 2 gain (ZWPT 2
EERERLTR D,

Bl 4.8. Shannon HAGFHE I(X;Y) = I(px,py|x)
I3 px ZEELZE ZIC py|x 122VT (see, eg.,
[38, Thm 2.7.4]) % DT, value of Shannon’s infor-
mation V{(R) 1¥ R IZOWTMBIHTH 3. 2 12
VE(R) OBIBZ R T

z, z= Vf(R)

R

0 H(X)

2: Value of Shannon’s information
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4.3 PUT BEAODOIGHA

Kiicld, EROMEMREZ PUT RENGHT 2 2
ExRFEZSL, BERMICIE, 42 R BRD
PUT MIREICE T 2 BRSO W THIS 5.

WE, 7% X =2 OREH (Alice), BT —%
Y OIEHOAEE (Bob) BLUOAT—% v 251
NERICB ST 2EHR 2R L) & T2HEHE (BEve) 241
T 5. Alice IF, privacy mechanism GE{ZH) Py|x
ZHWT, Eve IZNT 2 77 A4 NUAGFROIA V2 {7
H#EL DD, Bob ICE > TOFMMEERE® B L)
XL, T8 Y 27V vy 2icaflTsL
BEZDL, ZDLE, TIANVREREE, Alice 23
fERITE S generalized information leakage measure
LIX -Y) THI2bDET S, Bob DRRT—% Y
W BRHEINIE, REBE 6: Y — A A= 6(Y)
B X KBS (2, a) (BB WIZRIHBEE g(x,a)) T
ETFUELENEHDEL, Bob 1ZXA XY A7 (resp.
A RIARERIH) DT TRl 2 g Bz 7 E
179 EET B, 51, Alice 1 Bob DARHT—
7Yy oFJHEN (T%bb, § & (x,a) ZHAIC
HoTws LRET 3.

MEDEEDS &T, T 4.2 IFRD I L &IV T
W3

Alice 774 NUHIFI L(X - Y) < RDH LT,
Bob I &> TOHMAY gain?(X;Y) 2T 2720
2, IXFDATy 7 TY 2AKTHUIERY ¢

1,if,&®§@mm%%%<:eaﬁb,mm
ERD S

Phix = arginf Ex a[6(X, A)].

pa|x: L(X—=A)<R

(57)

2. A~ pjﬂX:z AT S
3. X O o#ER Y =t(A) 22073

EE 4.9. X (57) old{LRIEIZ, v — FERBGIC
BIF2EAL — FEBOFRMEEICHSE L w5 LA
BED, Lol RS, LX -Y)=1(X;Y) D
& EITIE, Arimoto-Blahut 7 /L3 R A [14],[50] %
WHTE % [34].

H58% Wl

5 &bHOHIC

KX cik, — b S s 2 CREICHT %
HROMMEI B 2, FHHICL 2 ZhEToii%z
WL 72, —BOEROMSIC B 72> TUE, ThFETich
FINT 3 TXTOHAMREICIHET 5 1E GE&
1, DPI, 37k = zero leakage) % $FD generalized
information leakage measure & A L, f3kD EVSI
12N AT, average ratio gain ZEA L, MEAFEDHAE
& DRfRZ AR L7, 51T, Stratonovich [8, 11]
DIFMTFEZFEIC LT, — B EHRE IS T 5 HHi
DA T 2 FF VE(R) 8 & Y2 DB AT HE A
AR, THIC, ZORERE 7T A N EHRARE
BB 774Ny - 2—=574YF4 - b—L—F
Z 7R E LTHE TG A DRI D TR 7z

SROMEE LTE, ROPERET SN

1. L(X = Y)=I(X;Y) DD information leak-
age measure % & X G ED VL (R) ZERT
% phx BRDZTATY XL DR

2. EVSI £ X U average ratio gain & BEFDMHA
R L oG L7z, dSfEREROHAE
T R LDHRE
3. BB AMifEHR O fth o B~ D 1]
ZON, 1. 2w TIE, L(X — Y) = IAX;Y),
I3(X;Y),IS(X;Y) OHAIC Arimoto-Blahut 7V
TV XL D ZRA TG EDELED [34] TSN
T2, 2. 122w T, #3.4 TRLAHEZAML
72 Arimoto Capacity C2 := max,, I2(X;Y) 8LO
Sibson Capacity CS := maxp, IS(X;Y) ZitH 3 2
Wil 73 XA LIBT B HERB T TIcE o T
% [51],[52].
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%
A Proof of Theorem 4.2

Proof. 3CHA [11, Chapter. 9.7] 8 LT [53] 1Zfii> T
BT, WE ULRY) BEUO ULR) %2, znzisk
(44) BEO (A7) DEIHHET 5, Thbb, BT

DEHIIERT S :
ULRY) = inf  Ey [infEx [£(X,0)| Y]],
L(X—Y)<R
(58)
ULR)= inf Exald(X,A). (59)
L(X—A)<R
(i) -

UL(R;Y) > UL(R) 22 id T TH 5.
Py x B & ONA ZPGEBEL gBves 2P TED S

Py |x = arginf UL(R;Y), (60)
Py|x*
L(X—Y)<R
552 () 1= argmin 3 (e, )py (¢ 1), (61)
@ TEX
- - n o _ px(@)py x (Ylz)
ST pyy(@ly) = — e WX, X -—

Y — A(:= 6B (Y)) IHMERD pyjx 122V>T Markov
W% 72§ DT, DPI DIKE (23) 5,

LX - A)<LX—Y)<R (62)
IIT, ply x EUTTEDS L,

x) = Zp’{,‘x(y | Q?)]l{azéBayes(y)}' (63)
yeY

AERX (62) £, IT%2H5

PZ\X(G\

UZ(R) < pr 2)ply x (a | 2)l(z, a) (64)
= pr 2Py x (v | @)z, 85 (y)) = UL(R; V).
(65)

(EHZEER) Y = t(A) LB, UL(R;t(A) < ULR)
EREETTTH 5. Plx:Ph ?SJ:U“p}‘A Z DT

H58% Wl

TED D :
Phax = gjginf Ex 4 [6(X,A)], (66)
E(Xijx)gR
Pala):=> px(@)phx(a|2), (67)
px (@) x(a | 7)
Pijale @) = ———AXT T (68)

pi(a)
Flo, A% ph IR MERARLETEE, X-A-Y =
t(A) 1& Markov #iffi% 7% 3 DT, DPI DIE (23)
5LX =»Y)<LX - A <RDPEDED, ko
T Py x W o) =3 0% x(a | 2)lympa)y £T 2
&, UFHBHKH IO

UL(RiH(A) = inf By [infEx [6(X,a) | V]
L(X—Y)<R

(69)

<Ey [igfﬁ’)’f‘ Y (X, a) | Y]} . (70)

ST EY NI py (ely) = px (@95 (v]2) /5 ()
2k DR E IS C LR EKT 5. S50,
inf, BXX1Y [0(X,a) | YV = t(a')] % 1 & 3HI$ 5 C &
2EZ5E, UT%G5
igf]Ei'f‘"’ [6(X,a) | Y = t(a"))]
() .

. u;fIE?(‘A [6(X,a) | A=d] (71)

< ]Ei’f““ [¢(X,a') | A=a], (72)

2T, (x) A BTAFEHRTH B LIk B,
L7225,

Ey |inf EX"Y [6(X, a)] | Y} =E; [ianE;X‘A [0(X,a)] | A

(73)
< EI;(X,LA (D] =it B [6(XA)
L(X—A)<R
(74)
= UZ(R). (75)

Wz, R (70) LdHbE DL, UL(R;t(A)) <UL(R).
O





